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Monday, February 8, 2016

A day which will live in infamy









THE NOTE











WHAT HIT US



HOW IT HAPPENED

• Old server, kept for historical data access ONLY
• Application not updated/support not paid
• OS updated but application support components could not 

be
• Exploit in JBOSS

• Right Place, Right Time
• Obtained access to Domain Administrator account
• Spread across district encrypting files



GENERAL INFO

• Always at least two parts to a malware infection
1. Entry point

• Email 
• Malicous Attachment
• Social Engineering

• Online link
• Vulnerability in publicly accessible resources

2. Execution/spread of the malicious intent
• Data encryption and/or deletion
• Data extraction

• Via malware
• Via deceived humans



PREVENTION











TIMELINE

• 8th

• malware executed
• ALL servers shut down
• recommended paying ransom

• 9th

• PowerSchool and PeopleSoft (core) operational
• Login/Network/Internet access available
• Established first Bitcoin account

• 10th

• Payroll processed



• 11th

• Superintendent recommends payment to Board
• Board approves payment

• 12th

• Funds wired, attempt to exchange to Bitcoin
• Discover “safe” Bitcoin transfer not a quick 

• 13th

• Investigate alternative Bitcoin transfer methods
• Ask culprits for extension, until 22nd granted (how nice of them)

• 14th

• Enrich, other systems continue to be restored



• 17th

• Unsolicited contact from Axiom Cyber Solutions
• 19th

• Agreement with Axiom to pay
• 20th

• WordPress site taken down for EULA violations
• 21st

• Send memo with BitCoin transfer?  
• 2:05 pm sent $1.00
• 6:03 pm email response received from culprit



• 22nd

• 12:13 am sent 1.5 BitCoin for one key
• 1:37 am received decryption key
• 2:00 am confirmed key worked
• 2:05 am authorized send of balance for all keys
• 3:26 pm received delay notification

• 23rd

• 5:10 pm sent 20.5 BitCoin for balance
• 5:27 pm received remaining keys (all worked)



• 24th

• Engaged SecureWorks
• 4th

• Restorations/Rebuilds complete



LESSONS LEARNED

• Backups
• Not as simple as “do you have”
• Location 
• Restores

• Time
• Permissions

• All it takes is ONE
• Not unlike many other “unpleasant” payments



FEBURARY 8, 2017
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